Identity Theft

Steps To Reduce Your Risk

By Bill Dotson

Identity theft is one of the fastest growing crimes in Virginia and in the United States.  Thieves use ordinary means to obtain personal information by going through trashcans or mailboxes for credit card receipts or by calling potential victims pretending to be on official business.  In addition, the rapid advance in technology in recent years has led to sophisticated opportunities for criminal activity.  Once a person has become a victim of identity theft, it can take up to 400 hours to clean up the damage to your credit.

This paper will give some practical steps to reduce your risk of becoming an identity theft victim.  The information was gleaned from a presentation by the Virginia Attorney General’s office and materials supplied by them.  Further information can be obtained at the following URL:  http://www.oag.state.va.us/consumer_publications.htm  or by calling 800.370.0549.

1. Request that your Social Security number be removed from your driver’s license.  You can have it replaced with a “T-number”.

2. When possible, mail anything with personal data included at the Post Office or in a postal drop box.  If you must use your rural route mailbox, don’t put the flag up.

3. Shred everything!  A crosscut paper shredder is best and can be bought for under $50.

4. Credit cards:

a. Do not carry multiple cards.  It’s easy to drop one when removing the other for use.

b. Cut up old cards in very small pieces and dispose of in different trash cans.

c. For use if one is stolen, record all card data by laying them on a copier and making a copy of front and back.  Keep this copy in a safe place.

d. Request the company to lower your credit limit.

e. When using a credit card in a restaurant, be careful.  An unscrupulous waiter can use electronic devices to capture your credit information when he takes it back to scan or just copy your card number.  If you’re suspicious, follow them back and watch.

5. As much as possible, eliminate your name from email and telephone lists. The Direct Marketing Association offers a free service for this. Find details by going to their web site: http://www.dmaconsumers.org/consumerassistance.html .

6. Request an “opt-out” form from the three major credit agencies by calling, 1-888-5-OPTOUT, (1-888-567-8688).  This will reduce the amount of credit card applications you receive but must be repeated every five years.
7. Order your credit report once a year from all three credit agencies, Equifax, Experian, and Trans Union.  You are allowed one free per year but will have to pay $10-15 for more.
8. When you order checks:
a. Do not put your social security number on them, put your T-number.
b. Put your initials and last name instead of your full name.
c. Have them delivered to your bank instead of your rural route mailbox.
9. Treat any receipts you receive like gold.   Don’t leave them lying around or accidentally drop them.
10. When using the Internet to shop, use only reputable company sites.  Even if a site claims to be secure, many are not.  Avoid sites like, “Joe’s Discount House”.

11. Don’t carry extra IDs.  Your driver’s license with your T-number will be sufficient.  Leave your social security card, extra credit cards, and other ID cards at home.

12. Avoid filling out product warranty cards and mailing them back.  Your product is warranted whether you mail back the card or not.  Mailing it will get you on more mailing lists.

If you become a victim of Identity Theft, there are steps you should take to begin the process of repairing the damage.

1. Get a police report. This will be good documentation of the crime and will be useful later.

2. Call it in to the Attorney General’s or the local Commonwealth’s Attorney’s office.

3. Call the Federal Trade Commission toll-free, 1-877-438-4338, to be added to their national clearinghouse.  This will alert creditors to your plight while you are in the process of clearing it up.

4. Keep good records of the number of hours you spend on the phone, writing letters, sending emails, etc.  This may be used later if there are damages to be paid by the guilty party.

5. When you make calls, get information about whom you are talking to, what time and date it is, why you are calling and the gist of the conversation.

6. Keep everything you get in the mail.  Make a folder to store all this correspondence.

7. Call the Fraud Unit of all three credit agencies.  They will flag your accounts in case unauthorized credit applications come in.  You will be called to verify the application.
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