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Real, Hoax, Or Fraud?
You get an email asking you to do something because of some reason then something will happen.  Or…some foreigner wants your help in a financial situation.  Or…a company needs your information to update their records.  Have you seen any of these?  Beware!
Email Hoaxes
If someone forwards you an email telling of an offer, a medical need, a petition, or a danger to avoid, please be wary.  Most likely, it is a hoax.  It may not seem to be a problem to forward it on to your friends but consider this: If 600 employees of WCPS, at an average salary of $35,000, took one minute to read and forward 5 hoax emails per month, it would cost the school system in lost time….$12,300!
The best way to handle these types of emails is to DELETE them immediately.  If you’re not sure, you can check them out at www.snopes.com , on your own time of course.  The site has up-to-date information and research on hundreds of “forwarded” emails.  Generally, an email hoax will have a HOOK, to get your attention, a THREAT, warning you of not passing it on, and a REQUEST, what you’re to do with it.
An additional negative consequence of forwarding and forwarding this type of email is that it accumulates people’s email addresses.  Each time it’s forwarded, a few other email addresses are added.  I’ve seen forwarded emails that contained addresses of over 800 people!  Spammers can harvest email addresses from this and use them to send thousands of unsolicited spam emails.

Email Scams
These types of emails are potential financial disasters.  The most notorious are the Nigerian or 419 scams.  The email, usually in all caps, will ask for your help in transferring a large sum of money out of a foreign country to your bank.  In return for your assistance, you get a sizable percentage of the amount transferred.  The text is usually in “broken English” and, over the course of several emails, requests personal data from you.  Several “Advance Fees” or “Transfer Taxes” will be requested. 
This scam has bilked people out of over $6 billion since the early 1980s and is one of the leading sources of income to Nigeria where the scam originated.  People continue to be defrauded by this scam.
The best way to handle this type of email is to DELETE it.  You may also wish to report it by using information found HERE at The 419 Coalition Website or at the Virginia Attorney General’s office.
Phishing

Phishing, a play on the term “fishing”, tries to steal consumers’ personal identity data and financial account information by email or phone.  Email links direct people to counterfeit websites that look very much like the real thing but are designed to trick you into giving sensitive information in order to, “update your account” or “repair a breach” in your account.  They may ask for credit card numbers, bank account numbers, Social Security numbers, usernames or passwords.
No credible company is going to ask for this type of information in an email or over the phone!  DELETE it!  NEVER give out personal or financial information to a phone caller or website unless you’ve initiated the process. Banks and companies that sell over the Internet go to great lengths to insure online transactions are secure.
Identity Theft

If you feel you have been a victim of identity theft, the Virginia Attorney General’s office has resources and information available to you.  Use this link: http://www.oag.state.va.us/KEY_ISSUES/Programs_Resources.html to access the information.  A worksheet with additional information on this topic is available at: http://www.wise.k12.va.us/bill/worksheets/all_else.htm .
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